ABOUT THIS MASTER HANDBOOK

Whenever I write a handbook for a Company, I start with this Master Handbook.

I determine what my clients want, and then edit this Master Handbook to fit their needs.  I do not use every section that is included in the Handbook because it may not apply.  I often reword some of the sections in order to “fit” with what my clients want.  
Some of the paragraphs seem to be duplicative.  That is because some of them are duplicative.  That is because some clients like some wording better than others.  

That is what I suggest you do.  Edit this Master Handbook to fit your needs.

However, pay particular attention to the highlighted areas and those areas where I put the type in RED.

RED AREAS 

These areas are specific comments made to the person reading and/or editing the organization’s handbook.  I try to give some additional information to the person editing this Handbook so he/she will see why these various sections are so critical. 

GREEN UNDERLINED AREAS 

If something is highlighted in GREEN UNDERLINED, I am very wary to edit it in any way, since these sections are particularly sensitive to the requirements of the National Labor Relations Act (“NLRA”) and also various state labor relations acts.

REMEMBER:  It does not matter if you are union or not.  The rank and file employees have a right to talk about the wages, terms and conditions of their employment.”

This means they have the right to complain about company management amongst themselves, to you and to the public, which includes your customers. 

A. Personal Conduct 
Employees are expected at all times to use their best efforts in performing their duties and to treat the Company’s employees, clients/customers, competitors or vendors with respect.  This requirement applies to all employees whether they are on or off the job, such as when they are using social media, or when they attend various events where other employees, clients/customers, competitors or vendors might be present, to mention a few.

Violations of this policy may be regarded as a terminable offense by the Company, depending on the circumstances of the situation.  Employees understand if they are terminated under this policy that they will have voluntarily abandoned their positions and will therefore be ineligible for claiming certain Workers’ Compensation benefits under applicable law.

Likewise, during work hours and off duty hours, employees shall not engage in any conduct that is vulgar, obscene, threatening, intimidating, harassing, defamatory, maliciously dishonest, unlawful, bullying or illegally discriminatory and/or that evidences a lack of ability to perform their duties as employees of the Company.  
I. FRATERNIZATION AND HARASSMENT

Unfortunately, it is necessary to remind management that it is inappropriate to date or have relations with their subordinates. Employees should be aware of the fact that such fraternization may lead to a variety of problems, including personal liability for themselves.  The Company wants its management team to know that such behavior is unacceptable and may be an immediately terminable offense under the “Rules and Guidelines” section of this handbook.  
II. BULLYING AND HARASSMENT

A. Prohibited Bullying and Harassment
1. Bullying and Harassment in General
The Company is committed to maintaining a work environment that is free of illegal discrimination or illegal harassment.  In keeping with this commitment, the Company will not tolerate discrimination or harassment of its employees based their protected class status by anyone, including any supervisor, manager, employee, visitor, vendor, client or so on.

Harassment consists of unwelcome conduct, whether verbal, physical or visual, that is based on a person’s protected status, such as sex, color, race, ancestry, religion, national origin, age, physical handicap, disability, veteran status, citizenship status or any other status protected by applicable law.  

The Company will also not tolerate harassing conduct that it believes affects an employee’s tangible job benefits, that it feels interferes unreasonably with an individual’s work performance, or that creates an intimidating, hostile, or offensive working environment based on the person’s protected class status.  

When such unreasonable conduct occurs based upon someone’s protected class, that is what the Company categorizes as “harassment” under the law … and it will not be tolerated. 

When such unreasonable conduct occurs that is not based upon someone’s protected class, that is “bullying.”  Bullying will not be tolerated by the Company either and may also result in termination.  

Both harassment and bullying are destructive to the workplace.  Therefore, since harassment is really a subset of bullying, whenever this policy refers to “harassment,” the concept of “bullying” is also included.  It is everyone’s job to ensure that such disruptive behavior is addressed when it occurs so.  

The Company defines offensive behavior that qualifies as either bullying or harassing conduct when:

Management deems that the reasonable person in the community would be offended by the behavior that occurred. 

The Company has adopted this definition of bullying and harassing conduct from the United States Supreme Court.  Therefore, employees should not engage in any conduct they would not be proud to have in front of the entire community, as determined by management.  

Likewise, the Company’s policy regarding bullying and harassing behavior applies to employee conduct both on and off the job.  In other words, it is also against Company policy to harass or bully another employee off the job the same as it is on the job, which includes using social media.
2. Sexual Harassment

Sexual harassment deserves special mention.  Sexual harassment is defined as unwelcome sexual advances, requests for sexual favors, and other physical, verbal, or visual conduct based on sex when:

a) Submission to such conduct is made either explicitly or implicitly a term or condition of the individual’s employment, 

b) Submission to or rejection of the conduct by an individual is used as the basis for employment decisions affecting that individual, or 

c) Such conduct has the purpose or effect of unreasonably interfering with an individual’s work performance or creating an intimidating, hostile, or offensive work environment.

Sexual harassment may include a range of explicit and even subtle unwelcome behaviors and may involve individuals of the same or different gender.  Depending on the circumstances, these unwelcome behaviors may include, but are not limited to, sexual advances, repeated offensive sexual flirtations, explicit sexual proposition, sexual innuendo, suggestive comments, sexually oriented “kidding” or “teasing,” “practical jokes,” jokes about gender-specific traits, foul or obscene language or gestures, display of foul or obscene printed or visual material, leering, and physical contact such as patting, pinching, or brushing against someone else’s body.

All employees are responsible for helping to assure that we avoid harassment.  Employees who feel they have been subjected to such treatment are encouraged to report these incidents as soon as possible.  

It is important for employees to understand that no one has the authority to condition any aspect of their job, which includes but is not limited to, raises, bonuses, hiring, firing, transfers, job assignments, etc., on sexual favors.  Any such instances must be reported to anyone in management or to a Company supervisor, manager, human resources or on the Company’s confidential hotline at ___________ immediately, which either may be most appropriate. 

Such conduct, whether committed by management or other associates, is specifically prohibited.

3. Reporting Harassment, Bullying or Discrimination 

If any employees feel that they have experienced, witnessed or become aware of any type of unwelcome harassment or bullying, if they feel comfortable doing so, they should first tell the person that they do not appreciate the comment, behavior, etc. and that it needs to stop.  The “offending” person is then expected to respect the other person’s wishes and end the behavior.  

In other words, “No means no” and “Stop means stop.”

Since many of the offensive acts that occur in everyday life can be unintentional, many of these offensive incidents can be quickly and easily ended in this manner.

If a simple request does not end the offensive conduct, or if the person does not feel comfortable speaking up to the alleged harasser, then the person who is offended must notify the appropriate Company official, as listed in this policy.  

Likewise, employees who experience incidents of discrimination must also report these incidents to their supervisor.
However, if employees feel they are not able to discuss this issue with their (supervisor) ________, they are to then report the incident to ____________________ (List officials here.) or he/she may contact the Corporate Compliance Hotline at __________, which either may be most appropriate.  Human resources will take the necessary steps to initiate an investigation of the alleged harassing, bullying or discriminatory acts.
Keeping an environment free from harassment, bullying and discrimination is a SHARED RESPONSIBILITY BETWEEN MANAGEMENT AND EMPLOYEES.
It is important speak up in an honest and respectful manner to either the alleged harasser and/or to the proper member of management, as outlined above, as soon as possible.  The Company cannot correct what it does not know about.  

It is the Company’s policy to investigate all such complaints thoroughly and promptly.  To the fullest extent practicable, the Company will try keep all such complaints confidential.  It is the Company’s policy to investigate all such complaints thoroughly and promptly.  To the fullest extent practicable, the Company will try keep all such complaints confidential.  However, such confidentiality may not be possible where the identity of the complainant must be revealed in order to fully investigate and take action to the complaint.
The Company will strive to resolve each complaint it receives and communicate its resolution to the employee and any other parties it feels should be informed.  
If an investigation concludes that some form of prohibited harassment has occurred, the Company will take corrective action designed to stop the harassing conduct from reoccurring, including such discipline up to and including immediate termination of employment, as it deems appropriate.

4. Retaliation

The Company also forbids retaliation against anyone, either on or off the job, who has reported incidents of bullying, illegal harassment or discrimination or has participated in such an investigation.  Committing such acts of retaliation is a serious violation of policy and may result in the offending employee’s immediate termination.  
Employees who report instances of unwelcome harassment in good faith to management are also protected by state and federal law.  
Retaliating against such employees for cooperating in an investigation is also illegal and will not be tolerated.
However, any employee who knowingly makes a false claim of harassment and/or discrimination will be subject to disciplinary action up to and including termination.

Any acts of retaliation should be reported to the employee’s ____________, to any Company manager/supervisor, or to the Company _____________, or to human resources, which either may be most appropriate.

The Company also encourages individuals who believe that they have been victims or witnesses of harassment to come forward and report such harassment to the employee’s supervisor, manager, human resources, or ____________ immediately, which either may be most appropriate.  The Company will not take any adverse action against an individual who in good faith comes forward to report harassment, or provides assistance in an investigation, regardless of whether the allegation is substantiated.  
II. COMPANY EQUIPMENT

A. Company and Personal Property, Equipment, Tools and Uniforms

Equipment and vehicles essential in accomplishing job duties are expensive and may be difficult to replace. When using such equipment, employees are expected to exercise care, perform required maintenance, and follow all operating instructions, safety standards, and guidelines.

Employees must notify their supervisor if any equipment, machines, tools, or vehicles appear to be damaged, defective, or in need of repair. Prompt reporting of damages, defects, and the need for repairs could prevent deterioration of equipment and possible injury to employees or others. The supervisor can answer any questions about an employee’s responsibility for maintenance and care of equipment or vehicles used on the job.
The improper, careless, negligent, destructive, or unsafe use or operation of equipment or vehicles, as well as excessive or avoidable traffic and parking violations, can result in disciplinary action, up to and including termination of employment.

Employees must return all the Company property immediately upon request or upon termination of employment. Where permitted by applicable laws, the Company may withhold from the employee’s check or final paycheck the cost of any items that are not returned when required.  The Company may also take all action deemed appropriate to recover or protect its property. 
See “Inventory Control Agreement” in the “Contracts” section of the DIY HR Department.
Equipment or supplies are not to be removed from the employee’s work premises without proper authorization.  

The Company is not responsible for loss or damage to the employee’s personal property.  Valuable personal items such as purses and all other valuables should not be left unattended in areas where theft might occur.  
B. Data Systems Policy

This Company is committed to providing an environment that helps employees become more efficient and effective through the use of computers and electronic equipment.  While such tools may prove to be very useful to employees as they perform their duties, it is important that employees understand that this equipment is the property of the Company.  As a result, this technology is to be used primarily for business purposes.  

However, nothing is this policy is intended to discourage or prevent employees from discussing or engaging in activities related to their wages, terms and conditions of employment through these systems. 

(According to the NLRB, employers can no longer prohibit their employees from using their email system to discuss unionization, or the wages, terms or conditions of employment, UNLESS it can demonstrate that allowing employees to use your email system for unionization purposes would “interfere with the email system’s efficient functioning.”  This is an almost impossible standard to meet.  Of course, the NLRA applies to both union and non-union employers.  ALL employees have the right to talk about the “wages, terms and conditions of employees” … union or not.)  
Further, all data sent, received or created on the Company’s equipment is the property of the Company.  The Company may therefore do whatever it wants with this information, which includes reviewing and distributing this data to whomever it wishes.  Employees should never consider what they create on the Company’s equipment, which includes e-mails, voicemails, and documents retained or viewed on their computers to be private, regardless of the content of the message or the identity of the sender and/or receiver.  
The Company may also monitor any employee communications as it deems appropriate, such as in the case of business necessity, for reasons related to safety, or under the order of subpoena, to mention a few, which may include telephone conversations, e-mails, etc.  The Company may grant permission to others to do the same without first notifying the employee.

The previous two paragraphs are very important to include in your handbook.  Some jurisdictions have ruled that if employees are not put on notice that their communications are not private, then a reasonable expectation of privacy might exist under the law.  Therefore, the employer might be violating the law by reading an employee’s emails, looking into an employee’s computer, and so on.  This notice solves that issue.

Every employee is responsible for the secure and responsible use of the Company’s data and data systems.  Failure to follow the dictates of this policy may subject the employee to the Company’s disciplinary process.  The following indicates how employees should conduct themselves regarding the Company’s data and data systems.
1. Employee Data Electronic Messages Are Never Deleted
In today’s legal environment, the courts require employers to monitor and oversee all of its data control systems for illegal and harassing activity.  In order to meet these obligations, the Company will review employee e-mail messages, voice mail messages and Internet trails on a regular basis, including employee mailboxes and recycle bins.  Therefore, any messages created, received, stored or sent on the Company’s equipment belongs to the Company and may be reviewed and distributed as it desires.

Employees must understand that everything they write on their computers, such as memos, letters, e-mails, and everything they receive on their computers, can never really be entirely deleted.  The same is also true of many voicemail systems.  Employees should therefore take great care in what they write or say into any of the Company’s electronic communications systems.

Further, whatever websites employees visit on the Internet are permanently recorded in their hard drives and possibly on the Company’s main server.  
2. Access To Data Systems and Passwords
Computer system passwords are confidential and should not be shared with anyone.  Employees are not permitted to bypass or attempt to override the established security systems.  
Additionally, employees are not to use passwords issued to another employee.  If an employee believes a password has been misused, the employee is to report it immediately to their supervisor. 
Employees are also not to share their security passwords for access into any of the Company’s various equipment or systems.  Employees who divulge their security passwords are responsible for the consequences of such disclosure. 
3. Data Confidentiality
Employees should not disclose any of the confidential business data residing on the Company’s systems to anyone unless they are certain the person has the right and a need to receive it.  The Company’s confidential business data should only be disclosed to non-company personnel if the employee has received written permission from the appropriate department manager(s).  In addition, employees may not remove any Company confidential business data from the Company’s systems in the form of tapes, diskettes, printed reports, or any other media from the Company’s premises unless it is part of their normal job duties. 
4. Equipment
All of the communication equipment and systems of the Company, electronic, wire or otherwise, which include e-mail and voice mail systems, are the sole property of the Company and are to be used primarily for business reasons only.  Any abuse of Company equipment may result in disciplinary action.    
The messages contained in this equipment and systems are Company records.  The Company reserves the right to access and disclose the contents of an employee’s e-mail and/or voice mail messages without permission of the employee.   
5. Proper Use of Data Systems
Again, all employees, clients/customers, competitors or vendors are to be treated with respect, both on and off the job.  

Therefore, employees are prohibited from using any of the Company’s equipment or systems for any disrespectful, vulgar, obscene, threatening, intimidating, harassing, defamatory, maliciously dishonest, unlawful, bullying or illegally discriminatory purpose.

Employees are also prohibited from using any of the Company’s equipment or systems, for personal gain or to solicit money for religious or political organizations.
Employees should also understand that many websites now have “spiders” in them that attach to their electronic message and follow the employee back to his/her own e-mail address.  Consequently, not only does the site Webmaster know the employee was there and what the employee looked at, but the Webmaster may then begin sending unwanted e-mails and solicitations to the employee’s e-mail address.  Employees should therefore observe this policy and only visit business related websites on the Internet.

Employees are prohibited from attempting to interfere with or disrupt any network users, services or equipment.  Examples of such prohibited conduct include forging, deleting, examining, copying, or modifying files and/or data belonging to other users without their prior consent.  

6. E-Mail
The rule of thumb when it comes to e-mail and voice mail is that employees should not say or write anything that they would not want someone other than the intended receiver to hear or read.  Remember that even when an e-mail or voice mail message has been deleted from a location, it is still possible to retrieve and read that message.

Employees must understand that any confidential messages they send outside of the Company (i.e., over the Internet) are not secured unless they are encrypted.  
Any use of encryption devices for sending messages either inside or outside the Company requires prior management approval.  
If an employee needs to send confidential information over the Internet, the employee must inquire as to whether he/she should encrypt the message.  If an employee suspects that a message sent internally should also be encrypted, he/she should check with his/her supervisor. 

7. Telephone Use
The Company’s telephone system may be used for personal matters, but not to excess, as determined by Company management. Under no circumstance should an employee make or charge a long-distance call unless it is work-related and approved by the employee’s supervisor. 
8. Internet Use
The Company provides access to the vast information resources of the Internet to help employees to do their jobs faster and more efficiently, to be well informed and to communicate with others on matters related to the Company’s operations.  The equipment used to provide that access represents a considerable commitment of the Company’s resources for telecommunications, networking, software, storage, etc.  This policy is designed to help everyone understand the Company’s expectations for using those resources wisely.

9. Trade Secrets and Confidential Information 
Employees are to never send or transmit any of the Company’s trade secrets or confidential business data over the Internet without having first encrypted the message.  (Of course, no such information should ever be released in any format without the permission of management.)  Likewise, employees are to never post Company confidential business data on the Internet without first obtaining prior approval from Company management.  Violations of this policy may result in substantial civil and/or criminal penalties under the Economic Espionage Act of 1996.   
10. Copyrighted Material
Much of the information found on the Internet is copyrighted material.  Such material enjoys all of the protections of federal copyright law as traditional hardcopy materials.  Contrary to popular belief, material could be copyrighted without the use of a © symbol. 
Therefore, employees should always make certain that it is legal to download material from the Internet before doing so.  When in doubt, it is always best to contact the Webmaster and get permission to download material before doing so. 
Of course, information from government websites is considered public material and may be downloaded without any such fears. 
11. Software
a) General Policy

It is the policy of the Company to respect all computer software copyrights and to adhere to the terms of all software licenses to which the Company is a party.  The Company Senior Network Administrator is charged with the responsibility for enforcing these guidelines.
The Company users may not duplicate any licensed software or related documentation for use either on the Company’s premises or elsewhere unless the Company is expressly authorized to do so by agreement with the licenser.  Unauthorized duplication of software may subject users and/or the Company to both civil and criminal penalties under the United States Copyright Act.
b) Licensed Software

The Company may license software from many different vendors for use on its data systems.  No computer software program may be used on the Company’s computers which: 

· Is not licensed to the Company, 

· Is not an original, vendor supplied version of the licensed software, or 

· Was not created by an employee of the Company.

Users may not give software to any outsiders including clients, contractors, customers, and others.  The Company’s users may use software on local area networks or on multiple machines only in accordance with applicable license agreements.
The software used on the Company’s systems must not be used separately on a stand-alone home or office workstation unless a separate license has been purchased for this purpose. 
c) Purchasing Software

All software acquired by the Company must be purchased through the IT Department, purchasing, or other appropriate department. Software may not be purchased through petty cash, travel or entertainment budgets.  Software acquisition channels are restricted to ensure that the Company has a complete record of all software that has been purchased for the Company’s computers and can register, support, and upgrade such software accordingly.

To purchase software, users must obtain the approval of their supervisor or area manager and then follow the same procedures the Company uses for the acquisition of other company assets.

When acquiring computer hardware, software and training must be budgeted at the same time.  When purchasing software for existing computers, such purchases will be charged to the department’s budget for information technology or an appropriate budget set aside for tracking software purchases.
d) Registering Software With The Company

When software is delivered, it must first be delivered to the Senior Network Administrator so he/she can complete registration and inventory requirements.  The Senior Network Administrator is responsible for completing the registration card and returning it to the software publisher.  Software must be registered in the name of the Company, job title or department in which it will be used.  
Due to personnel turnover, software will never be registered in the name of the individual user.  The Senior Network Administrator maintains a register of all the Company’s software and will keep a library of software licenses. 
The register may contain such information as:

· The title and publisher of the software; 

· The software license;

· The date and source of software acquisition; 

· The location of each installation, as well as the serial number of the hardware on which each copy of the software is installed; 

· The name of the authorized user or users; 

· The existence and location of back-up copies and;

· The software product’s serial number.

e) Installation of Software

After the registration requirements above have been met, _____ will install the software.  Manuals, tutorials, and other user materials will be provided to the user.  A copy of the applicable license agreement will be provided to the user.  Once installed on the hard drive, the original diskettes will be kept in a safe storage area maintained by _______.
f) Shareware

“Shareware” software is copyrighted software that is distributed freely through bulletin boards and online services. It is the policy of the Company to pay shareware authors the fee they specify for use of their products.  Registration of shareware products will be handled the same way as for commercial software products.
g) Home Computers

The Company’s computers are Company-owned assets and must be kept both software legal and virus free.  Only software purchased through the procedures outlined above may be used on the Company’s machines.  Users are not permitted to bring software from home and load it onto the Company’s computers.  Generally, Company-owned software cannot be taken home and loaded on a user’s home computer if it also resides on the Company’s computer.  If a user is to use software at home, the Company will purchase a separate package and record it as a Company-owned asset in the software register. 

However, some software companies provide in their license agreements that home use is permitted under certain circumstances.  If a user needs to use software at home, he/she should consult with the Senior Network Administrator to determine if appropriate licenses allow for home use.

h) Penalties and Reprimands for Software and Copyright Violations
According to the US Copyright Act, illegal reproduction of software is subject to civil damages of as much as $100,000 per title infringed, and criminal penalties, including fines of as much as $250,000 per title infringed and imprisonment of up to five years.  Company users who make, acquire, or use unauthorized copies of software will be disciplined as appropriate under the circumstance.  
Such discipline may include termination of employment.  The Company does not condone the illegal duplication of software and will not tolerate it.
12. Virus Watch
Employees are to never load information into the Company’s computers, whether from a disc or from the Internet, without having the data first scanned for viruses. 

Employees are also to never open e-mail messages from anyone they do not know.  If unknown e-mails are received, employees should contact the Company’s data systems officer. 

13. Network Connectivity and Integrity
No hardware or software may be added to the Company’s network without the prior approval of the Company.  
14. Reporting Problems
If an employee suspects any computer abnormalities or problems, such as a security problem or virus-related problem with regard to any data or information, the employee is to report the problem to his/her supervisor immediately. 

15. Reservation of Rights for the Company Only
Employees should not interpret the rights the Company has reserved for itself in being able to intercept, retrieve and/or monitor employee communications as also granting them permission to intercept, retrieve and/or monitor the messages of their fellow employees.  
Employees should also not interpret these rights reserved by the employer as constituting a waiver of their duty to keep confidential business data secured, which may include such items as Company trade secrets, corporate financial information, copyrighted materials and other confidential materials or information of the Company. 
C. Personal Mail 

Employees are not permitted to use Company stationary, stamps, postage meters or other Company supplies for their personal mail.  Employees should have all of their personal correspondence sent to their home address, unless they have permission from their supervisor.
III. SOCIAL NETWORKING 

Although the Company respects the privacy and personal time of its employees, the Company’s legal obligations require it to adopt certain guidelines for its employees’ activities both inside and outside of workplace that could potentially affect the Company’s other employees, its clients/customers, its vendors or its competitors. 

Online social media enables individuals to share their insights, express their opinions and share information all over the world.  Unfortunately, every online social tool and medium has both proper and improper uses, each of which has a potential impact on the Company’s work environment, regardless of whether these communications occur at work or on the employees’ own time.

In short, employees must understand that the same principles and guidelines that apply to their activities in general also apply to their online activities.  This includes all forms of social media, including, but not limited to, online publishing and discussion, such as blogs, wikis, file-sharing, user-generated video and audio, and social networks, such as LinkedIn, My Space, Facebook, Twitter, YouTube and Flickr, to mention a few. 

Therefore, in order to honor its legal obligations and its obligations to its employees, clients/customers, vendors and its competitors, the Company has adopted the following social media and networking policy.  Should this policy fail to address a certain situation, employees need to consult with their manager, supervisor or human resources if they are uncertain how to proceed.

1. Employees are not to create a blog or an online group related to the Company that appears to be offering the Company’s position on various issues.
2. Employees are not to knowingly make any maliciously false representations about their credentials or their work.

3. Employees are not to use the Company’s (or any of its affiliated entities) logos, marks or other protected information or property for any business/commercial venture without the Company’s express written authorization.

4. Employees are to respect the copyright, trademark and similar laws and use such protected information in compliance with applicable legal standards.

5. Employees are not to comment on any Company confidential business data, trade secrets or proprietary information that they might obtain in the course of their employment, such as the Company’s business, corporate financial, marketing strategies, clients and vendors, not including comments involving their wages, benefits, or other terms and conditions of employment, or protected concerted activity, without the advance written approval of their supervisor or the Human Resource Department.
6. Employees are to not make bullying or harassing comments about the Company’s employees, clients/customers, competitors or vendors in any social media. 

7. Using social media on Company equipment during working time is permitted if it is being used for legitimate, preapproved Company business.

8. Employees are to be thoughtful in all their communications and dealings with others, including email and social media.  Employees are to never harass (as defined by Company policy), threaten, make maliciously false statements regarding fellow professionals, the Company’s products or services, employees, clients, competitors or anyone else.  In general, it is always wise to remember that what employees say in social media can often be seen by anyone.  Accordingly, bullying or harassing comments, obscenities or similar conduct that would violate Company policies is not allowed.

9. Company employees are not to access any unauthorized websites on Company equipment that might potentially cause harm to the Company’s systems.  The reasoning here by the Company is that many websites sites collect profile information for advertising (SPAM) targeted at individuals with particular affiliations and interests and can causes other serious system issues.

In addition, by going to unauthorized websites, an employee’s equipment or network may be exposed to spyware and viruses that may damage the employee’s operating system, capture data, or otherwise compromise the Company’s privacy, as well as affect others with whom the employee communicates. 
10. Supervisors and managers are not permitted to make recommendations of employees or former employees without the written permission of human resources. 

11. Employees must also use a disclaimer whenever they are expressing their views through social media that might in any way be viewed as relating to the Company, its employees, its vendors or its competitors.  A typical disclaimer might read: 

“The views expressed herein are mine, ____________ (Employee’s name) alone and do not necessarily reflect the positions, strategies or opinions of ________ (Company name) in any way.” 

12. Employees are not to access internet sites at work or on Company equipment that would be considered obscene, harassing, maliciously dishonest, unlawful or illegally discriminatory.  
The Company does not routinely monitor social networking sites.  However, as with other electronic resources, the Company’s systems administrators may perform activities necessary to ensure the integrity, functionality and security of the Company’s electronic resources.  
Violations of this policy may subject employees to discipline under the Company’s “Rules and Guidelines” policy, as determined by management.
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